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1.0 Setting up the Site Controller (Part No. 30500)

Overview of the Site Controller

The Site Controller
combines a SM220 RF
module and an
embedded Linux-based
computer to provide
connectivity (Ethernet,
cellular, Wi-Fi, serial,)
and site aggregation
capabilities to a diverse
array of SNAP loT
networks across
industrial temperature
ranges.

TCP/IP connections can even bridge remote SNAP devices into one common
network, an effective method for centralizing data storage, performing web -
based analytics, and monitoring remote applications.

Powered by Freescale’s i.MX 6 processor, the Site Controller has ample
computing power, reliable connectivity options, and a sturdy design that makes
it the ideal networking gateway for large - scale 10T deployments.

A\ AMEREX
5 -

1.1 AMEREX-Integrated Site Controller

Antennae for SNAP 2.4Ghz, WiFi and Cellular
(optional)

Programmable buttons (x3)
Programmable LED’s (x3)
LAN Connection

Type AUSD

Micro USB connector

Barrel type power connector
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1.2

Terminal rail power supply connectors
under the base of the site controller

Start-up guide

The site controller can be powered by either, a barrel connector via an a.c.
adapter power unit or by 24v d.c. power supply.

The barrel connector is located above the logo.

10-28VDC

Connect the power supply you wish to use for the site controller (24v d.c.
or the barrel connector from the PSU).

The 24v d.c. supply is connected to green terminal connector rail which is
polarity conscious.

Important
For use in FM approved systems, the 24v d.c. power supply must be an

FM Approved panel.
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1.3

Software for the site controller

To access the site controller you will require items of software that will
allow you to view and edit the programs. Some of the files are already
embedded in the site controller but require activation. The downloadable
software can be found on;

www.AMEREX-Integrated/documents/downlod/site controller

e TeraTerm
e NotePad++
e WIinSCP

(The above are our suggested software, you can use an alternatives if you
wish) You can also find the software on the following sites.

The standard software we recommend is Tera Term, NotePad++ and
WInSCP.

For example;

http://download.cnet.com/Tera-Term/3000-20432 4-75766675.html
https://notepad-plus-plus.org/download/v6.8.6.html
http://sourceforge.net/projects/winscp/?source=typ redirect

Download the following for the site controller and save the .py files for
the site controller program and the nodes.

Amerex.py
filechecker.py
fileprep.py
maketimes.py
myUserMain.py
SMswitch.py

All the above programs are available from AMEREX-Integrated web site,
to access follow the link.

www.AMERE X-Integrated.com/documents/downloads/site controller
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The embedded list of programs within the Site Controller can be found in
the section;

3.1 Programs to be installed from the Site Controller

2.0 Installation of software

After downloading the Tera Term and the other software save the files in
a folder called ‘Installed Programs’ in a location you can easily get to
from your desktop or on your desk top itself. We recommend saving all
the downloaded programs to this folder. This folder will need to be
created by the user.

2.1 Installation of Tera Term

Double click on
the downloaded
file and follow the
instruction on how
to install the
software.

N\
A\
L \

Z
 monrvenneafER -

Welcome to the Tera Term Setup
Wizard

Click ‘Next’
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Accept the
agreement

"’3

-
— Data st
- B B | ™
\ B X X
oo oo a-8

VI '
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~ @ % a)

Click ‘Next’
unless you wish to
change the target
folder

oc Marix  FM Matric  AIM:

M

Click ‘Next’

g |
v X
| e | a a

ashiba files Joc Matiix — FM

wehich ianguage shoud be used?

Select the language of sppication's meny and dialo

nese{simpified)

O) Crinese{Traditional)

language and
press Next’
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Press ‘Next’
unless you
wish to
change
anything

rica Ter | Fronse.

ot create o St Hen foider

Click ‘Next’

Ready to Install
Setup is now ready to begin instaling Tera Term on your computer.

e instaiation, or dlick Back If you want to review or

Click
‘Install’

¥
Addiicnal Plugins
TTXResizcMenu (VT-Window size can be chianged [rom presct)

Instas

Completing the Tera Term Setup
Wizard

. Tre

If you wish Tera
Term to launch
after closing the
window tick the
check box.
Click ‘Finish’
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A progress bar will show
the status of the program.
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 Formst Painter

Completing the Notepad++ v6 8.8
Setup

as been nstalled on your computer. n

Click ‘Finish’ and
NotePad++ and the
installation is
complete and is
ready to run.

2.3 Installation of WinSCP

Double click on the downloaded file and follow the instructions on how to
install the software.

—..rs| Select the language
~ .+ | you wish to use — for
T | the example we have
chosen English
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2.4  Setting up Tera Term

¢

The Amerex Group

- = plE)imy 5 ¢ %

Double the icon on your desk
top to start Tera Term.

A similar screen to the *—%
one shown in the '
above insert, should now be on
the screen of the PC/Laptop.

From the Menu line, select the
Set Up tab in the Tera Term
window. A drop down menu
shall appear. Select ‘Serial Port’

&
3

After “Tera Term’ has been
installed on your PC or
laptop, connect the micro-usb
to the site controller socket
(as shown in the earlier
photograph) and the USB
connector to your PC or
laptop.

The Anperex Group

Instruction Manual - 30500
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Select the Baud Rate
115200 and click OK.

To change the font size
click the Setup tab select
Font and change to the size
you require and click OK
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2.5 Connecting your PC, Laptop to the Site Controller

~« Once the set-up has
been completed as
described above you
are now able to connect

~ coMa115200baud - Te Termv = O MEMN

& to the site controller via
o
TheAmerexGroup Tera Term

There two ways of
connection to the site

controller, one via
the USB port and
two via the IP
address of the site
controller. Both
methods are
basically the same.
Click on ‘File’ and
then ‘New

0o moesunuEsengslFy o=
Connection’
and chose
which
connection
you wish to
use. If you
are using the
USB port
click on
Serial and the
com port
number will
appear in the
window. If you are using the IP method you need to know the IP address of the
site controller. Click OK and follow as per below.

lera lerm: Mav connection

@®TCPIP Host:

& History

Service: O Telnet TCP portr: |22

® $SH
O Other

S$SHversion: SSH2

Protocol: UNSPEC -

o 0 mOeaomaEaE s en BN B i
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Once connected you
will be asked to set a
password. The Login is
‘snap’ and the default
password for a first
time is ‘root’. For the
new password we have
chosen in this case
‘synapsel’. Be careful
when entering the
password as no
letters/numbers are displayed.

1 09:086:05 UTC 1970 on ttymx 0
B4:1 LTS TGNU-Linux 3.16.17-5 napsel,B.3-13-gcfbeeSd armv71

s: //help. ubuntu.com/

The Tera Term window shall show text indicating you are connected to the Site
Controller. snap@e20:~$ is the main folder where all the files will be stored.

B 17216.12.248 - snap@e20: ~ VT - o X
File Edit Setup Control Window Help

* Documentation: https://help.ubuntu

East login: Tue Mar 29 10:47:48 2016 f
rom 172 16 12.242
s nap@e20: ~

. 0O mOSeaomaEl e o nsiENe )
Note —the dlrectory indicated above snap@e20:~$ may be dlfferent dependmg
on the version of the site controller you have but it will be of this format

The PC or laptop is now connected to the site controller.
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2.6  Finding IP address of site controller via Tera Term

Ensure the PC/Laptop is logged on to the site controller via Tera Term and
using the Micro-USB to the PC USB port.

Once connected to the site controller enter ‘snap’ in the editor window. The
system will ask for a password. Type in your password for our example it was
‘synapsel’, the screen does not show what has been type so ensure the correct
entry of the password.

Information will appear on the last login time etc., indicating the PC is logged
into the site controller.

After the ......: :~$, enter ifconfig in the editor window. The IP address will be
indicated details of the site controller connections, if it is connected to the
network.

The IP address

= is highlighted
: hz?}:or}wzgég Ugﬂﬁtﬂa?4 341? E?SZ%GHE’SL?E&IE %nlét {gxggnapsel.ﬂ.ﬁ—svn47887 armv71) and in thiS
| = Documentat%ons ?ttpi //help.ubuntu.com/ .
5 N, ifconfig -
«thb inat eTfa gthef"et Huadgga?:'ligéfgégzigz‘sss Mask:255.255.255.0 case It IS;
febl:7e cope:Link
(E"BRoBeASy RUMING AOETIEAST AT015c0 PRRtrLerd 192.168.1.114.
TXlTackets %@t:rror:lgndragaed Q@ overruns:Q carrier:0
RX byles 3650 (9.6 KB)  TX bytes:2104 (2.1 KB) A Make a note
Link encap: Local Loopback A ||\
e P of the address
H; LOOEBéCKeRUNNING QML 655360 Metric:1 0f o0 . R
3 it g sncne dennt e E g as it will be

collisions:@ txqueuelen:0

RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)

nasicuThmet: s ; required

A 77 during the
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To use Tera Term via IP, enter the IP address in Host: window.

@TCPIP Host: |[
M History

Service: O Telnet EER ponss 22
® SSH SSHversion: §SH2

O Other
Protocol: UNSPEC

y mOoeama2 o sHUERY o2 00
Ensure the settmgs are as the window |nd|cated above, using your IP address.
Click on ‘OK’
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2.7  Setting Up WInSCP

Double click
the short cut
icon for
WInSCP.

From the drop
down menu
‘File Protocol’
select SFTP.
The host name
is the IP
address of the
site controller

by using Tera Term.

AMEREX

INTEGRATED

See Tera Term - Finding IP address of site controller via Tera Term

sword

£ “Rew i
Last login: Sat Jan 9 13:54:21 UTC 2¢
Welcome to Ubuntu 14.04.1 LTS (GNU/Lin|

eaderde ¢
$ ifconfig

gg“é ink e
E inet ;. r:_fe ':: ci2cff:f
UP BROADCAST_RUNNING MU
N X packets: errors:
TX packets:20 errors:@ dropp

collisions:@ tx

RY bytes: 9650 (9.6 KB TX b

Link encap:Local Loopback
inet addr:127.0.0.1 Mask: 25

inet6 addr: ::1/
UP LOOPBACK RUNN

RX packets:Q errors:Q@ droppe|
TX packets:@ errors:@ droppe|
collisions:@ txqueuelen:@

RX bytes:0 (0.9 B) TX bytes

lhost:~$

Instruction Manual - 30500

* Documer’l\}tattxon: https://help.ubunty|
nap@localhost:

2 5 ONR % 6)
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Enter the IP
address of the
site controller,
the Port Number
should be 22
(default), User
Name - ‘snap’
do not enter a
password.
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X

Click ‘Save’

H Sesson
Last login: Sat Jan 9
Welcome to Ubuntu 14 04.

Click ‘OK’ and if
you wish to have
Desktop shortcut [ R-; Aoy ;eg : =

tick the check box.

1 LTS (GNU/Li

https://help.ubunty

sHip

* Documentation:

snap®localhos st nem
th@

i 10 tx
R’( bytes: 9650 (

Link encap

.6 KB)
ocal Loopback
a 25

lnet addr 127.90.0.1
net6 addr /!

UP LOOPBACI

RX packets

TX packets:Q

collisions:Q

RX bytes:@ (0.0 B)

@localhost:~$

Note — the IP address of
the site controller must be
a static address — see the
onsite IT department to arrange this facility

Rtogin- v

snap
Password:
Last login:
Helcome to Ubuntu 14.04.1

Sat Jan 9 13:54:21 UTC 2¢)
LTS (GNU/Li

Ssnan197.180.1.114 ile protocol:

SFTP

https://help.ubunty
$ ifconf&g

* Documentation:
snap@localhost :
tho

Eestnarre: Sort umzer:
192.168.1.114 | »

RX bytes 9650 C

Link encap:Local Loopback
xnet addr:127.9.0
£6 addr H

X packets
TX packets:
collisions:
RX bytes: .0 B) TX Teok - Marage slogin v Close Ieip

snap@localhost: ~$ \

snap
Password

Last logm Sat 9 13:54:21 UTC 2016 on ttym:

13:54:21 UTC 20 Bl prooces

Pegs rumber:

192,166 114

Password;

Log in by clicking
the ‘LogIn’ button.

Enter the
password you
have chosen
earlier, we
chose
‘synapsel’ and
click ‘OK’.
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NE] c@
Helcome to Ubuntu 14 ©4.1 LTS (GNU/Linux 3.10. 17xsynapse1 0.0-svn47887 armv71)

x Documentation: https://help.ubuntu.com/
snap@localhost:~$ ifconfig
Hhaddr 80:1c:2c:61:7¢e

eth@ Link :Ethernet : 15
S 8 Bcast 192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80:: B ebl: 7e15/64 Scope ank
UP BROADCAST_RUNNING 7 R A
RX packets:87 errors 92.168.1.174 - WinSCP
TX packets: 2. errors:0 d
collisions: ueuelen -
8% byiesTe50 18"

Link encap:Local Loopbacl
27.0.0.1

inet addr:

RX packets:Q errors:
TX packets:Q errors:
collisions:@ txqueue
RX bytes:@ (0.0 B)

snap@localhost: ~$
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1 I ocal Mark Files Commangs
. Feafynchronize m¢ 2 ¢ sQueue: Transler Settings Gefault - o
& T My documer == a sp = 22 52 WFind Fles &+
Ahomedsnap
a Size Type: Changed Name . Size Changed fights Ouiner
Blustooth Exchan: - File telder 081272015 tmes 050172016 1 2:46:34 W oot e One * e 00
Custom Of File foldar 15 s 7 revilodes 05/01/2016 1 T
Portal File folder 5/ &o15:025 050172016 1 2 9 W
1 KS 040172016 12:27:28
RS Q470172016 122528 3
o o501 2016 19005 WIinSCP has
1 KR Q52016 1910041

1K 090172016 121041 been Iaunched
1K3 05/01/2016 1310041 w
K8 040172016 122728 .
1K 40172016 1 22728
16 cwo ot 12725 SUCCeSSTUlly.
KB 040172016 12:27.28
1B O/M 2006 17T
nuparams.dat 1K 000172016 16:54:30
| myllserMain2s. 12 K8 040172015 122728
myllserMaing: 128 04012015 1227:28
myUserMain2Z py 10 KE 040172015 122728
myUseriaind py 9 K3 040172018 122728
mylserMainta by TH KU D5U1/2016 191350
i bserhdsin 16K8 A0 116 1517140
4 nidden 0841100371 Rin0 o139 9 hidden

On the screen you can see two windows — the left hand side is your PC and the
right hand side is the site controller ‘snap’ folder.
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3.0 Setting Up the Site Controller

The site controller is supplied with programs already installed but not are not
activated. The following section will show you how to activate the required
programs.

3.1 Programs to be installed from the Site Controller

The following programs must be installed in the site controller prior to connecting to the
mesh network.

sudo mkdir -p /media/ramdisk

sudo mount -t tmpfs -0 size=64M tmpfs /media/ramdisk
grep /media/ramdisk /etc/mtab | sudo tee -a /etc/fstab
sudo apt-get install e20-snap-utils

sudo apt-get install supervisor

sudo pip install -i https://update.synapse-wireless.com/pypi snapconnect

Copy each line of the above and paste it in the editor window of Tera Term. Check the folder
you are in, snap@e20:~ $ .

Note - this may be slightly different depending on the site controller you have but it should
be of a similar format as snap@...........~$

Tera Term does not
use the normal CTRL
C or CNRTL V for
copy and paste, use
the command bar
‘Edit’ tab at the top of
Tera Term editor
window.

O mOsgEoDal ¥ onsEERY - - =
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Once the line has been typed in or pasted into the editor press the Enter / Return key and the
program will install automatically. Repeat this for first five items.

For the last item the Site Controller must be connected to a network to download the latest
software, copy the following into the Tera Term editor window and press enter.

sudo pip install -i https://update.synapse-wireless.com/pypi snapconnect

Note:
The site controller must be connected to the network / internet for this to download the latest
version.

The site controller will down load the latest software — this may take a few minutes
depending upon the connection with the internet.
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4.0 Installing software programs on the site controller

There are two ways the main programs (myUserMain.py is one of them) can be installed on
the site controller.

a) Manual Method — the user will be required to have some knowledge of how to cut
and paste functions within programs and by following the section below ‘Manual
installation of myUserMain.py’

b) Drag and Drop method — this does not require as much technical know-how as
section a) but still requires the user to have some knowledge of moving files between
screens and programs.

Whichever method is chosen there are certain files that must be downloaded from the web
site www.AMEREX-Integrated.com/documents/site controller and loaded into the site
controller.

filechecker.py
fileprep.py
maketimes.py
myUserMain.py

Note — Before carrying out any changes, additions, modifications etc., to the site controller
programming we recommend you carry out the following.

The ‘supervisor’ program runs in the back ground and controls all aspects of the programs
running in the site controller and requires stopping to make any changes to the site controller.
To stop and restart the ‘supervisor’ program use the following commands in the Tera Term
editor window.

sudo /etc/init.d/supervisor stop this should be used before any changes to the site
controller

sudo /etc/init.d/supervisor restart  use the restart supervisor to load the new information.
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4.1 Manual Method

The files mentioned in the previous section must be up-loaded to the site controller and
...Documents\Portal\snappylmages. This can be achieved by the following;

a) Portal must be installed prior to uploading the files from the web site.
Once the files have been downloaded from the web site, the following files should be
copied into the ....Portal\snappylmages folder.

e Amerex.py
e SMswitch.py

As an example C:\Users\Martin\Documents\Portal\snappylmages, it will be different
for your PC. If you are unable to locate the folder carry out a Windows folder search
by using the search function in the bottom left of the Windows screen.

Refer to the Portal Instruction Manual for the uploading of snappylmages to the
nodes.

b) The remaining files must be loaded onto the site controller

filechecker.py
fileprep.py
maketimes.py
myUserMain.py

4.1.1 Creating folders/ files on the site controller

The following folders or directories are required to be created in the snap@e20:~ $ folder

(this may also be snap@.........~$ format depending on the site controller).
e nodes
e revNodes
e times

To do this, ensure the selected folder or directory is snap@.......~ $

Type in the following after the $ sign
sudo mkdir nodes and press the enter key

Check if the folder has been created by typing Is after the $ sign. The ‘nodes’ folder should
be indicated in blue bold text. Repeat the same for the other folders — revNodes and times.

sudo mkdir revNodes

Instruction Manual - 30500 12t September 2016 Rev 1.0

THE GROUP.COM



A'AMEREX
INTEGRATED

sudo mkdir times

To install the main program (myUserMain.py) and the other files mentioned in the previous
section (Filechecker.py, fileprep.py, maketimes.py) NotePad++ will be required.

The file myUserMain.py should have been copied and saved on your PC/Laptop is connected
to the site controller. See Start-up guide for details.

Open Notepad++ and choose myUserMain.py see screen shot below

File Edit Search View Encoding Language Settings Macro Run Plugins Window 7 x
- < B, = = =
Py s @) (&) gl azx|BEEISIEZEL® | &
[ Sswichoy (3] Bl myUseriain24 oy £ (5 myUserMain25 py E:!]
T % A set of routines to decode data from Synapse modules, format data in many ~
# ways save in a tempory file and FTP to the server every 3 minutes.
3 # This version is for demo purposds and should send files every 3 seconds
.
5

6 from snapconnect import snap
7 from time import gmtime, strftime, time, sleep

import os % So we can run command line stuff
import binascii
1 global filename, FIPflag
13 filename = '
4 FTPflag = 0O

15
16 []def grabData(data):
17 global ninfo, asciiSrc, poll, filename, FTPflag
src = com.rpeSourcelddr ()
asciiSrc = binascii.hexlify(src)

ived message from " + asciiSre + ' '

try:
£1 = open(a,’'z')
except
writeFiles () # ask node for information
pass # quit here after creating the files

ninfo = fl.read(20)

print "nodefile holds " + ninfo
fl.close

ntype = ninfo[0:2]

print "node type " + ntype

£2 = open(ntype, 'r'}

istr = £2.read(20)

£2.close
print "input string type " + istr
2 H if FTPflag — 0:
3 IRTmod ()
40 FTPflag = 1 v
Python file length: 12055 _lines: 391 Ln:3 Col:35 Sel:0]0 Dos\Windows UTF-8 NS
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[ CA\Users\JohnMartin\Desktop\Amerex Release 2\myUserMain25.py - Notepad++ - g
File | Edit | Search View Encoding Language Settings Macre Run Pluging Window 7 X
3 Undo ez Pl dbBg| % & |EE | @
Redo Ctrl+Y kainzsw Lg]
1 Cut Culey  p= data @
| 5
Copy Ctri+C
4 Paste Ct+V
A Delete DEL
q b
A selectan CtdeA |Frrime, time, sleep
Begin/End Select
1 Copy ta Clipboard b b run command line stuff
1 indent ,
13 Convert Caseto ,
24 Line Operations ,
.. Comment/Uncomment ,
1] Auto-Completion } Brc, poll, filename, FTBflag
18 EOL Conversion » Rddz()
15 Lhex1ify (src)
B Blank Operations 3 T asciisze s,
2| Paste Special ,
Column Mode...
Column Editor AftC
Character Panel P
Clipboard History ) i
# iles
B Set Read-Only
Clear Reac
32 IRTmOA ()
40 FIPflag = 1 v
Python file length: 12035 _lines: 391 Ln:4 Col:2 Sel:0]0 Dos\Windows  UTF-8 [INS |
13 LR : : 3 )
Select the ‘Edit’ tab again and click on ‘Copy’.
3 s 0 . H H .
Open ‘Tera Term’, ensure you are in Snap@........~ $folder and type in the following;
& C\Users\JohnMartin\Desktop\Amerex Release 2\myUserMain25.py - Notepad ++ - g
File Edit Search View Encoding Language Settings Macro Run Plugins Window 7
L= iey=1 P ae] of oty @ s |BE 1R = | &
| et 1 S myUserMianz5y 63|
1 % B sec of routines to decode data from Synapse modules, format data in many ~
# ways save in a tempory file and FTP to the server every 3 minutes.
# This version is for demo purposes and should send files every 3 seconds.
. ¥
5 = COM3:115200baud - snap@localhost: fhome VT = = “
5  [from Snapconnect import W'oy ey Setup Control Window  Help
from time import gmtime,
: Mon Noy 2 86:11:59 UTC 2015 on_ ttymxcl
1 import os ERELR S llelcome to Ubuntu 14.04.1 LTS (GNU/Linux 3.10.17-synapsel.0.0-svn&7887 armv7l)
11 import binascii
el b < Nocumentation: https://help.ubuntu.com/
1 filename = $ 1
14 FTPflag = 0 s
1t Claef grabbata(data): H o
17 global ninfe, as :/home$ 1s .
1 FEE et el06a/91 CO FM HY PU TV myUserMain22.py  nodes snap
13 asciiszc = binas (g DS FT 0S SK ZA nyUserMainZ2da.py nvparams.dat synapse
=l DEE e CA FE GD PO SV ftpInput myUserMaind.py reviodes times
= ‘;‘:“ aata snap@localhost: /howe$ sudo nano myUserMain25.py
23 & = a + asciisSrc
2 try:
fl = ope
except:
writeFil|
4 pass
ninfo = £i.read(|
0 $ Print "nodefile|
31 fl.close
o ntype = ninfo[0:
# print "node typ)
4 £2 = open(ntype,
5 istr = £2.read (20}
[ f2.close
7 ¥ print "input string type " + istr
8 = if FTPflag = 0O:
g IRTmod ()
3 L R .
Python file length: 12055 lines: 391 ni1 Col:1 Sel:12055]391 Dos\Windows  UTF-8 INS
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Press enter and the editor window shall appear as shown in the screen shot below.

BHS 0=
BTl oME  INSERT  DESIGN  PAGELAYOUT  REFERENCES  MAILNGS  REVIEW  VIEW  ACROBAT Jahn Martin Allison =
=2 " . » A i Find -
O TimesNewRo - |12 ~| A A" Aa~ 209 | pagbcene, asBbcede AaBb abeel AQBI assbeer ansbeeo: ansbeen: %, Replace
M1
P rormatpainte | B T Ut aex o A ¥ A Py - i+ | TNommal | TNoSpac. Headingl Heading?  Title Subtitle  SubtleEm..Emphesis =] oy
Clipboard ] Font ) Paragraph ] St ir] Editing ~

.

= COM3:115200baud - snap@Ilocalhost: /fhome VT = = “

| File Edit Setup Control Window Help

GNU nano 2.2.6 File: myUserMain25. A

Get Help WriteQut J8 Read File ﬂ Prev Page Wd Cut Text R® Cur Pos

- b Exit i Justify il Yhere Is Next Page MU UnCut Tex To Spell v

C\Users\JohnMartin\Desktop\Amerex Release 2\mylUserMain25.py - Notepad++ - 0
Macro  Run  Plugins ?

File Edit Search View Encoding Language S

E P E =

Py 2@ 4 mHbd t & |EE
5 SMswich py 3] Bl myUserbizin2 oy £3 5| myUserMain25py B
1 % B set of routines to decode data from Synapse modules, format data in many ~
2 # ways save in a tempory file and FTP to the server every 3 minutes.
§ This version is for demo purposes and should send files every 3 seconds.
5
= COM3:115200baud - snap@Ilocalhost: fhome VT = B “
° from snapco 1mport e TEdit | Sctup  Control  Window  Help
from time import gmtime, . .
Cop Alt~C File: myUserMain25.
: Copy table
10 import os $ 5o wel
11 import binascii Paste
12 global filename, FTPflag DactesCR>
1 filename
EIEETRORS Clear screen
[Jdef orabDeta(data): Clear buffer
global ninfo, as Cancel selection
18 src = com.rpcSou
18 asciiSrc binas ST
20 print "R d
- print data Selectall
- -
a a + asciiSrc
try:
fl = ope
except:
2 writeFil|
28 r pass
23 ninfo = fl.read(|
# print "nodefile|
31 fl.close
3z ntype = ninfo[0: =3 . .
pepes At Get Help Y] WriteOut Read File Prev Page Cut Text Cur Pos
1 = mme (T, Exit | Justify Hhere Is Next Page UnCut Tex To Spell
istr — £2.read(2U}
f2.close
print "input string type " + istr
v

Python file length: 12055 lines: 391 Ln:1 Col:1 Sel:12055]391 Dos\Windows UTF-8 INS
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Click ‘Paste’. The screen will ask to confirm if you wish to continue, if you are happy to
continue, click ‘OK’

The file myUserMain.py will be copied into the editor window. Ensure all the file has been
copied over. Check the last line in the editor window is the same as the last line in the
Notepad++.

EHS -
AT HOME  INSERT  DESIGN  PAGELAYOUT  REFERENCES ~ MAILINGS  REVEW  VIEW  ACROBAT John Martin Allison ~
e - P i Find -
0 TimesNewRo -[12 -| A A" Aa~ : T amvcene asBbeede AaRhCc AsBocel AQBI asscer assbeene acsboene — R
-] 25 Replace
Paste . s AW T TNoS | 2 s < o
e ¢ romatpainter B 1 U T n Ao a Normal | TNoSpac.. Headingl Heading2  Title Subttie  Suble Em.. Emphasis [T o
Clipboard 5 Font 5 Paragraph 5 styles 5 Editing -
L
= COM3:115200baud - snap@Ilocalhost: /home VT = = “

|F\|E Edit Setup Control Window Help

GNU nano 2.2.6 File: myUserHain2b.p Hodified ~

timescheduler()

while True:
com.poll()

N com.stop_accepting_tcp()

Mt Get Help HriteOut Read File @ Prev Page i Cut Text [¥ Cur Pos
™ W Exit B Justify Hhere Is [l Next Page WV UnCut Textmll To Spell v

E B -—F—+ 00

] mrine "nodefile
£2.elaz
R T

L3 = OgEninbype.
dwzr - £3,ceaditug
2.elaze

] mrine "irmeT Anrinn TERe Y+ dmTr
iF FIPElag == DO:

S TH

TTPFlag = 1

Pyhentle P 1A b HD 2:1 Dol 1 Sed: TATAS | 157 Lees Moo urr-a h

Once the file has been successfully copied over press the CTRL and X keys to save the file to
snap@.........~ $ myUsermain.py
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BHS O-

FILE HOME ~ INSERT  DESIGN ~ PAGELAVOUT — REFERENCES ~ MAILNGS — REVIEW  VIEW  ACROBAT John Martin Allison ~

o - Py = it e s= | A i Find -

ﬁ Times NewRe - |12 -] A" A" Aa- [ERSERREANE S~ AE-INR | AaBbCcDt AaBbCcDe AaBh(Cr AaBbCcl /—\ab‘ AaBbCcC AaBbCcD: AaBbCcDe % Replace

- wac e
Paste - S ==== 1= MHod. 1 1 1 2 sis |5
"t Format Painter T U-aex, X A-F-A- =E=== - H-H5 Normal | TNoSpac.. Headingl Heading2 Title Subtitie  Subtle Em... Emphasis |<| o
Clipboard w Font w Paragraph m Styles 5 Editing ~
L
= COM3:115200baud - snap@Ilocalhost: /fhome VT = B “

|F\IE Edit Setup Control Window Help

GNU nano 2.2.6 File: myUserHain2y.p Hodified ~

timescheduler()

while True:
com.poll(])

com.stop_accepting_tcp()

Save modified buffer (ANSHERING "No" WILL DESTROY CHANGES) ?

o i Yes

PAGE9OF14 1324woORDs [|&

Press the Y key

BHS O-

HOME  INSERT ~ DESIGN  PAGELAVOUT  REFERENCES  MAILNGS  REVIEW  VIEW  ACROBAT John Martin Allison
e P Py i iz s i Find -
Iy Times NewRo <[12 ~| A 4" Aa- RS R AaBbCaDc AaBbceDe AaBbCc Aasbcel AQB assocer aosocede aasoceoe — Replace

N
P omstpainger B T U e X AW oA S By« 3+ | TNormal  TNoSpac.. Headingl Heading2  Title Subtitle  SubtleEm.. Emphesis = o
Clipboard ™ Font [ Paragraph n Styles m Editing ~
L
a =8 COM3:115200baud - snap@Ilocalhost: /home VT = = “
| File Edit Setup Control Window Help

4 GNU nano 2.2.6
i timescheduler()

while True:

8 com.poll()

N com.stop_accepting_tcp()

& File Name to Hrite: myUserMain?5.p ]

¢ Get Hel D) Format Append sl Backup File
A ¥ Cancel i Mac Format Prepend

Pressthe Y key and the file is now saved,

PAGE9OF14 133aworDs [

Press the Enter key and the file is now saved.

Check the snap@..........~ $ folder has saved the file myUserMain.py by typing the Is
command.

Carry out the same procedure for the other three files — maketimes.py, fileprep.py and
filechecker.py
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Changes to supervisord.conf file

At this point we need to modify the supervisord.conf file which is located in the
[root/etc/supervisor folder.

This change can be completed with Tera Term.
The changes to the file are highlighted in yellow. We recommend these to be copied and
pasted into the file using the procedure described above.

Note — this procedure can also be carried out by WinSCP which is described in a later
section.

; supervisor config file

[unix_http_server]
file=/var/run/supervisor.sock ; (the path to the socket file)
chmod=0700 ; sockef file mode (default 0700)

[supervisord]

logfile = /media/ramdisk/supervisord.log

logfile maxbytes = 1MB

logfile backups = 5

logfile=/var/log/supervisor/supervisord.log ; (main log file;default
$CWD/supervisord.log)

pidfile=/var/run/supervisord.pid ; (supervisord pidfile;default
supervisord.pid)

childlogdir=/var/log/supervisor ; ("AUTO' child log dir,
default $TEMP)

; the below section must remain in the config file for RPC

; (supervisorctl/web interface) to work, additional interfaces may be
; added by defining them in separate rpcinterface: sections
[rpcinterface:supervisor]

supervisor.rpcinterface_factory =
supervisor.rpcinterface:make_main_rpcinterface

[supervisorctl]
serverurl=unix:///var/run/supervisor.sock ; use a unix:// URL for a unix
socket

The [include] section can just contain the "files" setting. This
setting can list multiple files (separated by whitespace or
newlines). It can also contain wildcards. The filenames are
interpreted as relative to this file. Included files *cannot*
include files themselves.

e Ve Ve Ve e

[include]
files = /etc/supervisor/conf.d/*.conf
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[program:myUserMain]

command=/usr/bin/python /home/snap/myUserMain.py
autorestart=true
stdout_logfile=/media/ramdisk/print.log
stdout_logfile maxbytes = 1MB

stdout_logfile backups = 5
stderr_logfile=/media/ramdisk/error.log
stderr_logfile maxbytes = 1MB

stderr_logfile backups = 5

Whichever route you wish to take the supervisor program must be stopped prior to any

changes to the system and restated after the changes have been completed.

Changes to interfaces file

The site controller must have a fixed IP address. If the network allows the IP port to be a
dedicated fixed IP address and will always be dedicated then this procedure will not be

required, if not, it is recommended this procedure should be followed.

The interfaces file is in the root/etc/network, by using Tera Term and modify the file as

below:

Note — Use the IP address and other information of your site controller not the IP address

used in the example below

# interfaces(5) file used by ifup(8) and ifdown(8)
# Include files from /etc/network/interfaces.d:
#source-directory /etc/network/interfaces.d

allow-hotplug ethe
iface eth@ inet dhcp

#iface ethe inet dhcp

iface eth® inet static
address 172.16.12.248
netmask 255.255.0.0

3 digits are your network the last digit is standard.
network 172.16.0.0

this is standard
broadcast 172.16.255.255

this is standard
gateway 172.16.1.1

address this is standard
dns-nameservers 172.16.1.14

*** address of the E20

#auto wlane

iface wlan@ inet dhcp
wpa-conf /etc/wpa_supplicant.conf
wpa-driver wext
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The site controller has now been setup and you can move to the next stage. Please go to the
Configuring the Site Controller section

4.2 Drag and Drop Method

Using WiInSCP to edit the site controller. Once the PC has logged into WinSCP, as
previously described, the default screen will appear as indicated below. From the screen

_____ = shot, there are
two windows.
The left hand
side is the PC,
the right hand
side is the site
controller. We
recommend
you create a
folder in
‘Portal’ for all
the files that

", Dacuments - snap@192.168.1,114 - WinSCP

Rernots Help

iz Changed
L Parenl direclory 02/01/2016 11:44:40 - 12/03/20715 01:03:48 K ol
Bluetonth Bxchange F. File folder 08/12/2015 15:4310 n2p 06/01/2016.15:39:44 rax snap
Custom Office Templat Pl falder 1541242015 2142557 synapse 04/03/2015 021425 s st
File folder 0540172016 150252

will be transferred to
the site controller.
This also acts as a
back-up for all the
files on the site
controller in case any
changes are made at a
later date.

7 I SN Ll
1KB DAT File
3 KR P Flle
KB PY File
3R PV Fie

To make the folder.
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Double click on ‘Portal’ folder and then right mouse click below the last file name. Click on
‘New’ and select ‘Directory’.

Enter the folder name (for example ‘SiteController”) and click OK.

TPos eI W
Loca Wik Hies Commnds Session Options Aericee lp
fer Setings Dl 8-

The new Directory name will
appear in the left hand side

window
. e
- KB P Hle
Copy the uploaded files from
0k i
B, SiteCantroller - snap@192.168.1.114 - WinSCP - 3
Local Mark Files Commands Session Options Remote Help
#5*Synchronize ™# @ # © #Queue-  Transfer Settings Default - ¢
& snap@192.168.1.114 & New Session
« My documer " 2E =7 @ = - home =0 @2 e #Find Files = |+
e P
C:\Users\Martin\Documents\Portah\SiteController /home
Name - Size Type Changed Name Size Changed Rights Owner
sl Parent directory 11/01/2016 12:30:58 -l 12/03/2015 01:03:48 PWRF-KT-X roat
filechecker.py 9KB FY file 03/01/2016 16:11:31 snap 06/01/2016 15:39:44 W X7 X snap
fileprep.py 1KB PY File 03/01/2016 16:11:37 synapse 04/03/2015 02:14:25 [ root
maketimes. py 1KB PY File 03/01/2016 16:11:43
mylUserhain,py 16 KB PY File 03/01/2016 16:11:49
- o x
hame 2z k= 2% atind Files ™ =
= < Downlgad = i %5 - Prapertios i T80
(o UsersiMartin'Documents PortaltSiteController Jfhome
Weme Size Tyne Name Size Chenged Rghs" Guner
Parent girectary - 12/03/205 010348 [ ract
Hlechecker.py KB PY File snag Q12118 33044 s s
0B of 25,882 B in 0 of 4 VNEFrﬁ.QIJL KB WF!I? synapse 04703/2015 02:14:25 W ract
maketimes.py 1KE P File
myserdain py 16 KB P¥ File 0370172016 16:1143
030l 25082 Bin0eld 0Bof0Bin0dof2
SFTP-3 42036

.....documents\Portal\snappylmages\SiteController folder as per above screen shot.

Highlight and double click on the ‘snap’ folder.
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"W, SiteController - snap@®192.168.1.114 - WinSCP

Local Mark Files Commands Session Options Remote Help
#a2Synchronize ™ @ % - ¥Queue - Transfer Settings Default

& snap@192.168.1.114 & New Session

My documer - mia 2 -
sUpload # 7 Edit X = = Properties @ & @ &
Al rtal\SiteCantroller
Name - Size Type Changed
i Parent directory 11/01/20716 15:17:43
filechecker py. 9KB PY File 03/01/2016 16:11:31
_fileprep.py 1KB PY File 03/01/2016 16:11:37
maketimes.py 1KB PY File 03/01/2016 16:11:43
myUserMain. py 16 KB PY File 03/01/2016 16:11:49
Go To
2 Refresh Ctrl+R
& Filter... Ctrl+Alt+F
1 Add Path to Bookmarks  Ctrl+B
Copy Path to Clipboard ~ Ctrl+[
New File.. Shift+F4
= Directory.. F7

0B of 25882 Bin 0 of 4

Create new directory

- X
snap @3 = =@ & nfind Files * |~
LT
/home/snap
Name Size Changed Rights™ Owner
04/01/2016 12:37:54 WXE XTI X root
DBof0Bin0of0 9 hidden
2 SFTP-3 425113

In the left hand window click right hand mouse key, select ‘New’ and then ‘Directory’.

Create a folder called ‘nodes’.

63 7 File

39 Tl
K2 PF e
16K3 ¥ Flo

ara
ot
culsg
cule
iz T Hle. Shiftabd
o Dietioy.. T "W SitoController snap@192.168.1114 WinSCP

ark Files Commands Session Gptions Remote

ynchranize

© SNap@192.15017174 & Mew Session

=My ducume 2 -

SUpload s -0 ¥ £ Praperties =13 <
Colsersipantiny Dacument\PortshsiteContreller

Name Size Type

Paren: directory
nedes Fle tolder
reilodes File folder
times] il falder
ek 2K Py Hle

‘reVNOdeS’ and fiepreg py 1K B il
makebmes oy 143 Py File
myliseriiinay 16K3 Py File

‘times’ with four
files called
filechecker.py,
fileprep.py,
maketimes.py and
myUserMain.py

D5 oF 25,862 B in ot ¢

Instruction Manual - 30500

olp.
# i * 3Guaue- Transter Settings Dofault

Carry out the same
procedure for the folders
‘revNodes’ and ‘times’.

The windows should show
three folders: ‘nodes’,

o %

snap S 0002 AFind Fles - -

shome/snap
hamo

Cranged

Szo Changed
412676 12375

Rights”

Quiner
ract

037012016 161149

0Bof0BIn0el0

9 hidgen
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Click on and

f— —— highlight ‘nodes’
T folder or whichever
file or folder is first
on the list (not the
double dot folder).
Press CTRL A and
all the folders and
files will be selected.

3R Y File
1<E Y File
1<E P File 0370172016 161142
6 <k Y File 0370072076 161149

@ 1921861114 - WinsCP
meta Help
ings Default + *

258328 of 25882 B In T of 7

Changed Name Sire Changsd
12018 151722 04/071/2016 12:37:54
178172015 15:18:02 times /0172016 15:31:77

015 15:22:51 1 7

KB 0
TKB 0

Click on the
highlighted files
with the right
mouse and drag all
the files over to the
right hand side of
the screen. These
files have now

been copied into : . Sy
the ‘snap’ folder on — . @ o mEE
the site controller.

TER 1 167137
0312015 187108 filechecker py KB 03/77,2016 167131

Changes to supervisord.conf file

At this point we need to modify the supervisord.conf file which is located in the
[root/etc/supervisor folder.

This change can be completed by WinSCP.
The changes to the file are highlighted in yellow. We recommend these to copied and pasted

into the file.

Find the supervisord.conf file which is in root/etc/supervisor folder, copy supervisord.conf
file from the site controller window to the PC window.

Open the file by double clicking on the highlighted supervisord.conf and add in the lines
which are highlighted. Once completed, save the file and copy it from the PC window to the
root/etc/supervisor folder.
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; supervisor config file

[unix_http_server]
file=/var/run/supervisor.sock ; (the path to the socket file)
chmod=0700 ; sockef file mode (default ©700)

[supervisord]

logfile = /media/ramdisk/supervisord.log

logfile maxbytes = 1MB

logfile backups = 5

logfile=/var/log/supervisor/supervisord.log ; (main log file;default
$CWD/supervisord.log)

pidfile=/var/run/supervisord.pid ; (supervisord pidfile;default
supervisord.pid)

childlogdir=/var/log/supervisor ; ("AUTO' child log dir,
default $TEMP)

; the below section must remain in the config file for RPC

; (supervisorctl/web interface) to work, additional interfaces may be
; added by defining them in separate rpcinterface: sections
[rpcinterface:supervisor]

supervisor.rpcinterface_factory =
supervisor.rpcinterface:make_main_rpcinterface

[supervisorctl]
serverurl=unix:///var/run/supervisor.sock ; use a unix:// URL for a unix
socket

The [include] section can just contain the "files" setting. This
setting can list multiple files (separated by whitespace or
newlines). It can also contain wildcards. The filenames are
interpreted as relative to this file. Included files *cannot*
include files themselves.

e Ve Ve Ve Lo

[include]
files = /etc/supervisor/conf.d/*.conf

[program:myUserMain]

command=/usr/bin/python /home/snap/myUserMain.py
autorestart=true
stdout_logfile=/media/ramdisk/print.log
stdout_logfile maxbytes = 1MB
stdout_logfile_backups = 5
stderr_logfile=/media/ramdisk/error.log
stderr_logfile _maxbytes = 1MB
stderr_logfile_backups = 5

Whichever route you wish to take the supervisor program must be stopped prior to any
changes to the system and restated after the changes have been completed.
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Changes to interfaces file

The site controller must have a fixed IP address. If the network allows the IP port to be a
dedicated fixed IP address and will always be dedicated then this procedure will not be
required, if not, it is recommended this procedure should be followed.

This change can be completed by WinSCP. We recommend this file to be copied and pasted
into the saved file.

Find the interfaces file which is in root/etc/network folder, copy interfaces file from the site
controller window to the PC window.

Open the file by double clicking on the highlighted interfaces file and add in the lines and
copy the following lines over the existing file. Once completed, save the file and copy it
from the PC window to the root/etc/network folder.

Note — Use the IP address and other information of your site controller not the IP address
used in the example below

# interfaces(5) file used by ifup(8) and ifdown(8)
# Include files from /etc/network/interfaces.d:
#source-directory /etc/network/interfaces.d

allow-hotplug etho
iface eth@ inet dhcp

#iface etho inet dhcp
iface eth@ inet static

address 172.16.12.248 *** address of the E20

netmask 255.255.0.0 **** this is standard, by standard the first
3 digits are your network the last digit is standard.

network 172.16.0.0 **** this is you home network start address,
this is standard

broadcast 172.16.255.255 **** this is you home network end address,
this is standard

gateway 172.16.1.1 *¥*** this is you home network gateway

address this is standard
dns-nameservers 172.16.1.14

#auto wlano

iface wlan@ inet dhcp
wpa-conf /etc/wpa_supplicant.conf
wpa-driver wext
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Configuring the Site Controller

Log into the site
controller using
Tera Term and type
Is after the

Options Remete Help

With the Is
command you can
see the files have
been transferred
from your PC to the
site controller.

0Boh258828in0ai 7

sh: s : command not found
snap@localhost:~$ ls
echecker.py maketimes.py

Log on to the o caathous: -3 s mrthan
site controller caga T oo

via Tera Term,
we can now run
the following
programs —
maketimes.py,
fileprep.py and
filechecker.py.

O EL T @R % Sf

Type the following in Tera Term editor window, sudo python maketimes.py and press enter.
At this point you may be requested to enter the password you have chosen.
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U CoM4 - snap@localhost: ~ftimes VT - « x Type Cd times,

File Edit Setup Contrel Window Help

Filooreneny ) myUserMainiay roviiades " press enter
snap@localhost:~$ sudo python maketimes.
P Smens™s and then type
3 180 207 2 - .
288 Is — this will
21 -
1 219 show a list of
1 212
! gg nur_nbers
i zls which have
1 218
i 2 now populated
1 the folder
1 G4l ’
1 times’.
]
1
1
1
1
1
1
1

Q26
Q7
28
29
1

1@
11
12
13
14
15
16
17
18
19
2

20
21
22
23
24
25

BB
NN
N=S

152 18 206
snap@localhost: ~/times$

W Search the web and Windows o ¢ W, ~® 72 W RN )

Now type cd .. and you will return to the main ‘snap’ folder.

If at any time you wish to return to the snap folder without going through the cd command,
enter cd ~ and this will return you to the snap folder.

Once back into the ‘snap’ folder, type Is, this shows the files and folders that are held in the
snap folder.

Carry out the same procedure for fileprep.py and filechecker.py in that order.

Type sudo python fileprep.py and press enter.
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This program creates temporary files ‘templ .....etC’. This program is running a “shell
program” and therefore requires to be stopped. You will have noticed the fileprep.py file has
changed the folder to root@localhost:~$. Type exit and you will return to the ‘snap’ folder.

COM4 - snap@localhost: ~ VT - o X
File Edit Setup Control Window Help

B
maket imes.py nodes t imes
myUserMain.py revNodes
:~“$ sudo python fileprep.py
root®localhost:~# exit
exit
snap®@localhost:~$

. L3 H H
.] n u ]\ \ﬂ_ a Thls fllg checks to see
2 if there is any node
S : information in ‘nodes’
TR PR e, 0 B and ‘revNodes’. These
RS et g folders must at all

ap@localhost:~$

times be equal and if
not an error will occur.
As we have not entered
and node information
into the site controller
we receive an ‘OK’

from the system.
U777

0 MmO BRE S ONRTLONERY - o=

We recommend filechecker.py is run after loading the node information as described in the
new node procedure manual.
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Restarting Supervisor

Again, the supervisor routine must be stopped and restarted before and after any changes are
made to the site controller systems

The site controller is now ready to be populated with the new nodes.
Restart the supervisor program by typing in the Tera Term editor window the following;
sudo /etc/supervisor restart

Please refer to the manual ‘Procedure for new node to be entered onto the network’ for up-
dating and automatically populating the site controller with the field node information.
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